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Repair now depends on software. Parts pairing, diagnostic
software, firmware? updates, and calibration tools are now
essential repair resources. Both EU and U.S. R2R frameworks
explicitly recognise that access to these software-based tools is
as critical as access to parts and manuals. Recent EU legislation®
and some U.S. state laws (New York, Minnesota, Colorado) impose

obligations on manufacturers to provide repair-related software to third parties. In
Europe this includes the Directive on common rules promoting the repair of goods
(“R2R Directive”)*, the EcoDesign for Sustainable Products Regulation (“ESPR”)>,
and the EcoDesign Regulation for Smartphones and Tablets (“ERST")®. U.S. state-
level R2R laws include those passed in New York’, Minnesota® and Colorado®.
These obligations stop short of requiring explicit access to source code, but they
cover keys and utilities that could be legally construed as such.

-
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FTA source code secrecy provisions create friction. Agreements
like USMCA, CPTPP, and EU-Japan EPA prohibit governments from
requiring access to source code (and in some cases algorithms).
Depending on their interpretation, manufacturers may invoke
these clauses to resist obligations under R2R laws that require
provision of software tools or firmware to third parties, even if
those obligations target primarily object code or binaries.

Treaty language diverges in restrictiveness. Agreements like the
USMCA adopt broad protections for source code and algorithms
with only narrow, case-by-case exemptions, whereas newer
EU-led agreements provide more permissive exceptions for
regulatory oversight and public policy objectives. This variation
creates uncertainty for R2R enforcement and potential conflicts.

Shifting policy positions present an opportunity for change.
In late 2023, the U.S. reversed its prior stance on digital trade
and source code secrecy rules at the WTO, citing the need to
preserve domestic regulatory space (including the R2R). The EU’s
digital trade agenda continues to advance source code secrecy
rules but with increasingly explicit exceptions and public-interest
acknowledgements. This indicates a possible convergence

around a more balanced approach that accommodates both digital trade and R2R
objectives, signalling an opportunity to revisit these rules and their impacts.






Key to this success has been the movement’s open and flexible norm in pushing for
a right to repair. This permits several complementary policy approaches that fall
under the movement’s umbrella. In broad terms, these approaches can be placed
into two broad categories of negative rights and positive rights.!* The negative
right approach involves reducing legal and regulatory barriers to independent and
self-repair. This results in a focus on establishing new exceptions and limitations
to various intellectual property rights, preventing manufacturers from voiding
warranties following independent repairs, and emboldening market competition
or anti-trust authorities with greater enforcement mechanisms. In essence, the
negative rights approach to the R2R is motivated by the pursuit of various individual
and consumer freedoms.

The positive right approach, on the other hand, involves imposing new obligations
on manufacturers to provide consumers and independent repairers with the
necessary parts, tools, and information to complete repairs at a reasonable cost.
In this way, it is focused primarily on securing various entitlements. This ordinarily
involves amendments to consumer laws and the establishment of new and bespoke
enforcement and compliance mechanisms to ensure that manufacturers follow
prescriptive requirements as to the design of products and their support for
consumers after sale.

Importantly, positive rights approaches to the RZ2R ordinarily impose ongoing
obligations to provide replacement parts, information, and tools (including
software) to consumers after the point of sale. Though R2R schemes in the EU and
across United States differ in some respects, they commonly share these aspects
of a positive rights approach, including mandated access to diagnostic software,
firmware, and software-based tools in relation to various devices and products.












.The Practical
Role of

Software in

Repair

Ac EI vities
Modern electronically enabled devices and products are increasingly software-dependent, and this
fundamentally changes the landscape of repair and maintenance. In the past, repairing a device

might have involved simply swapping purely mechanical parts or soldering components, with
minimal need for supplementary software or software-enabled tools.

Today, however, everything from smartphones and
laptops to cars, farm tractors, and even medical
devices contain embedded computers and software.
This radically changes repair practices, the knowledge
and skills required to carry them out, and the tools
and resources needed to complete them properly.






2.1 Parts-Pairing and Software Locks

Parts-pairing refers to the practice of electronically linking a

replaceable component to the device via onboard software,

so that the device will recognise only an ‘authorised’ part.

In practical terms, manufacturers embed microchips or serial

numbers in components and program the device’s firmware

to verify those identifiers. If a part’s ID does not match the

device’s expected identifier (for example, because the user

installs a replacement part from another device), the onboard

software may refuse to fully operate or may disable certain
functions without authorisation by official software.

This approach to device and component design should be familiar to owners of
consumer grade printers, which often have systems to detect whether replacement
ink cartridges are ‘authentic’. Parts-pairing refers to a broader and more robust
implementation of this system design approach to encapsulate many of a device’s
physical components, rendering many repairs dependent on specialised software
that is not ordinarily made available to end-consumers. This tends to undermine
self-repair and independent shops and refurbishers by presenting error messages
or lost features following successful physical repairs.

2.1.1. Parts-Pairing in Apple’s Smartphones

Likely the most well-known (and widely
reported) example of parts-pairing is in
relation to Apple’s line of smartphones.
iPhones manufactured in recent years have
multiple serialised components (screens,
batteries, cameras, Touch |ID/Face ID
sensors). If, for example, a consumer or
unauthorised repairer attempts to replace
a broken iPhone display or a worn-out
battery, the phone’s onboard software will
detect the new part’s serial mismatch. As

The consequence of
these parts-pairing

techniques is that

only Apple (or an

Apple-authorised
technician) has the
software tools to reset
parts-pairing by resetting
the serial numbers of
replacement parts. The tight
grip kept on these software

a result, certain features will stop working tools by Apple has caused
and warning messages will appear. For independent repair shops to
instance, the ambient light auto-adjust lose business, as customers

feature (known as “True Tone”) is disabled understandablyarelessinterestedin

after a screen swap, and the system will
persistently warn that it ‘cannot verify” a
non-genuine display or battery.?* Even more
critically, an authorised swap of an iPhone’s
Touch ID or Face ID module may outright
break those biometric login features for
security reasons.

repairs that result in degraded functionality
or incessant ‘genuine part’ warnings after
repair.?®> As a result, many R2R advocates
have flagged Apple’s parts-pairing design
and unwillingness to share software tools
as a deliberate strategy to monopolise
repairs.






2.2 Diagnostic Software
and Scan Tools

While parts-pairing reveals the importance of software for modifying physical
components of devices, the role of diagnostic software and scan tools reveals the
importance of software for understanding faults requiring repair at the outset.
Many of today’s devices and products are designed to detect faults and log error
codes through onboard software.

When something goes wrong (be it a sensor failure, a motor issue in an appliance,
or a malfunctioning circuit), the device’s firmware may force the device into a
reduced functionality state (sometimes referred to as “safe mode” or “limp mode”)
and/or display error messages.

Reading, understanding, and clearing these errors to restore full functionality are
tasks that all commonly involve additional software tools or special keys or codes.
As one might imagine, these types of diagnostic tools or codes are often not
made widely available to consumers or independent repairers.

<2.2.I Taylor C602 Soft-Serve Machine
(McDonald’s Restaurants)

The Taylor C602 soft-serve ice cream
machine (a standard in most McDonald'’s
restaurants around the world) is a highly
publicised example of how decisive
software access is in diagnosing faults. The
C602 periodically runs a complex thermal
and pasteurization cycle for sanitisation
purposes that frequently (and notoriously?')
results in equipment failure 2 Putting these
ice cream machines back into operation
requires  navigating service menus,
entering program codes known only by the
manufacturer, as well as clearing specific
error codes before the unit can operate
properly again.

Crucially, much of these capabilities are
kept secret or hidden from users and
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2.3.2. GE’s “Smart HQ” Service Calibration Tool

GE’s Smart HQ Service is a subscription
diagnostic platform only made available
for ‘professional’ technicians. It is used with
a GE Bluetooth module that plugs into an
appliance’s service port jack and pairs with
an enabled phone or tablet application.*?
Once connected, the app can read log
data, calibrate components, and install
firmware updates. GE sells the hardware
module separately and charges an ongoing
subscription for access to the software and
cloud features.**

Smart HQ enables post-repair configuration
and calibration that is increasingly essential
to restore full functionality after physical
repairs. GE's own training webinar materials
highlight being able to “enter service
mode” and “run calibration routines”
along with targeted tests of fans, heaters,
and sensors.*> In refrigerators, industry
reporting has described cases where
replacing an ice maker or other component
requires reprogramming and calibrating
tolerances via Smart HQ. As of 2025, GE
has advertised a subscription to the Smart
HQ service at $600.00 per year (USD) in
addition to a $199.00 (USD) Bluetooth
service module.

The Smart HQ service illustrates how
modern  repair practices frequently
involve software-based diagnostic tools
for component actuation and calibration
routines. Without this software layer,
technicians may leave physically repaired
devices out of spec. Though GE markets
these tools as ways to reduce misdiagnosis
and accuracy of repair, it is indicative of
a broader trend of relying on software
tools to gatekeep access to repair, limiting
participation to professional repairers or
those willing to invest in commercial grade
subscriptions to software platforms.*®

In sum, the foregoing examples underline
the notion that repairing modern products
and devices using only analog or physical
tools is increasingly becoming a thing of the
past. The decisive tool in many situations
is often a software-layer, whether through
accessing on-board software using
special keys or codes or with software-
enabled supplementary tools. These can
be required in either identifying fault
states, authenticating replacement parts as
‘genuine’, or calibration routines as the final
step.



3.Right to
Repair
Mandates
Requiring
Access to
Software

Given the crucial and instrumental role of software tools in repair practices, it should come as no
surprise that access to these resources forms a key component of R2R legislative frameworks in
both the United States and the EU. The following sections survey a selection of recent R2R policy
developments in both jurisdictions that impose obligations on manufacturers to provide software
tools.



3.1 The European Union’s
R2R Framework

To provide a brief introduction to lawmaking in the EU, its legislative institutions
operate under the principal of conferral. This means that it may only act within
the competencies stipulated by its constating treaties. The two primary legislative
instruments created by EU institutions are “Regulations” and “Directives”. The former
has general application and are binding in their entirety, making them directly
applicable in all EU member states. Directives, on the other hand, are binding as to
the result to be achieved, leaving member states the choice of form and methods
and requiring transposition into national law by a prescribed deadline.

In practice, Regulations are used for uniform and immediately operative rules,
while Directives set common objectives and minimum standards that national
legislatures must implement. A core legislative competency of EU institutions is
a focus on internal single market harmonisation and product standardisation.*” As
is described further below, this legislative focus helps lay the groundwork for a
robust and prescriptive R2R framework in the EU, including mandated access to
software and software-based tools.

The EU has embarked on a broad and ambitious R2R agenda as part of its
sustainability and circular economy goals. Launched under the European Green
Deal in 2019 and the Circular Economy Action Plan (CEAP) in 2020, this agenda
aims to extend product lifespans, reduce e-waste, and empower consumers and
independent technicians to repair products rather than replace them. A key focus
of the EU’s R2R policy has been in ensuring access to the parts, information, and
software-based tools needed for repair.

Over the past five or so years, the EU has introduced a comprehensive suite of laws
and policies that contribute to its R2R framework, including a mixture of high-level
strategic initiatives that provide direction, new legislation on product design, and
consumer protection laws to promote repair and transparency:

2009 2019 2020
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3.1.1. GE’s “Smart HQ” Service Calibration Tool

The ESPR*® creates a framework for
setting product design and performance
requirements and  supersedes the
older (2009) Ecodesign Directive.®® It
entered into force on 18 July 2024 and
empowers the European Commission to
adopt delegated acts imposing specific
sustainability and circularity requirements
on nearly all categories of physical goods,
including software-dependent devices.
These requirements cover aspects like
durability, repairability, and recyclability
and information disclosure at the time of
sale. Crucially, the ESPR mandates the
development of Digital Product Passports
(DPP) for certain products. These are
digital records that provide standardised
information on a product’s composition
and repairability (including the availability
of spare parts, software tools, and

instructions) to consumers, repairers and
other stakeholders.

The ESPR can be best understood as
setting the EU’s “design for repair” agenda,
ensuring new products are engineered
with repair in mind and that information
and resources (including software) is
accessible via DPPs. Though the ESPR
does not directly mandate disclosure or
access to software necessary for repairs,
Annex | of the proposal lists parameters to
improve repair and maintenance, including
“conditions for access or use of required
hardware and software” needed to repair
products.”® Furthermore, future Ecodesign
implementing rules may also require
manufacturers to supply any specialised
software or digital tools necessary to repair
products.

3.1.2. The EU R2R Directive

Entering into force on 30 July 2024, the R2R
Directive creates a unified EU framework to
strengthen consumerrights and obligations
of manufacturers. In contrast to the ESPR’s
focus on pre-market repairability by design,
the RZ2R Directive sets the conditions for

2023

(will come into force in 2025)

Updated
Ecodesign

repair after a product has been purchased
by a consumer. The aim of the R2R Directive
is to make repair a more attractive and
accessible option throughout the product’s
useful life. It amends a number of existing
legal instruments (such as the Sale of Goods
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Directive) to establish a suite of new
standardised obligations on manufacturers
of certain product types. The deadline for
EU member states to implement the R2R
Directive is 31 July 2026.

Touching upon software tools specifically,
the RZ2R Directive’s Annex |l provides
a list of product categories for which
manufacturers must provide parts and
“tools” needed for repair at a “reasonable
price”” In this context, “tools” are defined
broadly to encompass not only physical
tools, but also repair-related software
tools, firmware, diagnostics, or similar
auxiliary means needed to carry out repairs
properly. Recital 18 of the Directive clarifies
that:

“.[M]anufacturers are to provide access
to spare parts, repair and maintenance
information or any repair related software
tools, firmware or similar auxiliary means.”

This general principle is reflected at Article

5(6) of the R2R Directive, which sets out
the general obligations on manufacturers
to facilitate the R2R for certain goods and
products®, including that:

“Manufacturers shall not use any
contractual clauses, hardware or
software techniques that impede
the repair of goods...unless justified
by legitimate and objective factors
including the protection of intellectual
property rights...”

Put together, these obligations imply
that, where manufacturers of pre-existing
software-dependent devices have invoked
techniques that necessitate software tools
for effective repair, they must now provide
access to those tools and utilities as part
of their obligations under the Directive.
Looking ahead, this also means that device
manufacturers may not employ software
restrictions or keys on future products
purely to block independent repairs.

3.1.3. EcoDesign Regulation for Smartphones
and Tablets (ERST)

Acting parallel to the ESPR, the EU
enacted the ERST* in 2023 under the
old 2009 EcoDesign Directive. These
rules came into effect on 20 June 2025
and are intended to ensure that mobile
phones and tablets (in particular) sold in
the EU are repairable. The ERST imposes
a number of new and detailed obligations
on device manufacturers in relation to
software and software tools, including that

manufacturers supply firmware, diagnostic
software, or digital keys needed in repair
activities. These are the first binding set of
prescriptive and detailed rules creating the
R2R smartphones and tablets in Europe.

The ERST implicitly distinguishes between
manufacturers” obligations to release
operating system updates and software
tools needed for “serialised parts”, or parts



that are subject to parts-pairing techniques.
‘Serialised parts’ are defined as:

“.a part which has a unique code that is
paired to an individual unit of a device
and whose replacement by a spare part
requires the pairing of that spare part to
the device by means of a software code to
ensure full functionality of the spare part
and the device”

In the case of smartphones, for example,
the ERST repeats language found in the
R2R Directive by requiring manufacturers
to:

“..provide non-discriminatory access
for professional repairers and end-
users to any software tools, firmware
or similar auxiliary means needed to
ensure the full functionality of those
spare parts and of the device in which
spare parts are installed during and
after the replacement...”

Being enacted pursuant to the 2009
EcoDesign Directive, an important feature
of the ERST is that EU member states are
empowered to “designate authorities
responsible for market surveillance” to
ensure compliance with these requirements.
This entitles regulatory authorities at the
member state level to:

“.organise appropriate checks on
product  compliance..and  oblige

the manufacturer or its authorised
representative  to  recall  non-
compliant products from the market...
[and] require the parties concerned
to provide all necessary information,
as specified in the implementing
measures [and] take samples of
products and subject them to
compliance checks.”

Member states could therefore launch
compliance investigations under the
ERST that require device manufacturers
to provide access to various software
tools and firmware, asw ell as engage
in reverse engineering investigations to
determine regulatory compliance. As is
discussed further in Part 4 below, this
has important implications for FTA source
code protections in some recent trade
agreements.

Each of the above policy frameworks
contributes to the EU’s increasingly
comprehensive policy architecture for

the R2R. The ESPR (and product-
specific regulations pursuant to it)
addresses the supply side of product

design and produce obligations to
supply parts, software, and information.
The RZ2R Directive, on the other
hand, addresses the demand side,
including emboldened consumer rights,
transparency, and fostering
aftermarket  repair services. These
measures mutually reinforce one another
to create a layered approach to the
R2R throughout the EU.



3.2 R2R Legislation in
the United States

In contrast to the EU’s more centralised approach, the United States has seen R2R
initiatives emerge primarily at the state level. To date, there is no federal R2R statute,
though a proposed “Fair Repair Act” was introduced and discussed in Congress in
2021-2022 but never passed.”* Nevertheless, advocacy continues in Washington,
and federal agencies like the Federal Trade Commission (FTC) have shown interest
in addressing restrictive repair practices through anti-trust enforcement.> In the
meantime, state legislatures have led the charge, being primarily responsible for
consumer law. As of early 2025, lawmakers in all 50 states have introduced or
passed some form of R2R legislation.>®

Being legislated at the state level, these statutes only regulate conduct
occurring within the territory of those states that have enacted them, such as
the sale or service of goods to residents in that state. This means that a
resident of a state without R2R legislation cannot “import” another state’s R2R
protections simply by travelling there or owning a product sold in a state with
R2R legislation in effect. Despite their territorial limitations in this regard, state-
level R2R bills in the United States have made enormous progress in creating new
obligations on manufacturers to provide parts, tools, information, and software to
support independent and self-repair. Below is an analysis of a subset of these
state level R2R laws that emphasise the provision of access to software or
software-enabled tools as an illustration of the U.S. approach.

2021-2022 2022

not passed
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3.2.1. New York’s Digital Fair Repair Act (2023)

New York was the first U.S. state to pass
a broad-based consumer electronics R2R
law. The Digital Fair Repair Act, which came
into force in late 2023, requires electronics
manufacturers to make available to owners
and independent repair providers “the
parts, tools, and documentation” for most
devices first manufactured or sold in
New York.>” In practice, this means that
original equipment manufacturers (OEMs)
must provide (either directly or through
authorised repair partners) documentation,
parts, and tools.

The underlying ‘fairness’ principle that
shapes the bill is that manufacturers must
provide these resources to independent
and third-party technicians on the same
terms that their own ‘authorised’ service
providers receive them. Importantly, the
New York bill explicitly defines “tools” to
include:

“.any software program, hardware
implement, or other apparatus
used for diagnosis, maintenance, or
repair...including software or other
mechanisms, that provide, program,
pair a part, calibrate functionality, or
perform any other function required
to repair or update the original
equipment or part back to fully

2023

New York’s Digital
Fair Repair Act

Consumer Right to Repair
Agricultural Equipment
Act in Colorado

functional condition...”

While New York's Act establishes quite
broad obligations in this regard, it also
contains an important limitation to protect
intellectual property, making clear that
nothing in the bill requires a manufacturer
to “divulge any trade secret or licence any
intellectual property”.

In terms of practical scope, New York’s
Fair Repair Act covers “digital electronic
equipment”, which is broadly defined as
any product that depends on embedded
digital electronics to function. At the same
time, the bill also excludes many categories
of equipment, including motor vehicles, off-
road equipment, medical devices, home
appliances, gaming consoles, and certain
industrial and commercial equipment. The
effect is that New York’s law is limited to
consumer-grade electronics, smartphones,
and similar personal devices, while at the
same time imposing quite broad and far-
reaching obligations on manufacturers
of those products. In spite of these
important carve-outs, New York’s Digital
Fair Repair Act is generally viewed among

R2R  advocates as a landmark in
requiring manufacturers to share
both  physical and software-based

tools needed for independent repairs.

2024
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3.2.2. Minnesota’s Digital Fair Repair Act (2024)

Following New York’s lead, Minnesota
began charting a path toward its own
Digital Fair Repair Act in 2023, coming
into effect on 1 July 20248 This bill is
considered one of the broadest state-level
R2R bills to date, covering a wide range
of electronic products that fall under the

umbrella of “digital electronic equipment”.
This is defined as:

“.any  hardware  product that
depends, in whole or in part, on digital
electronics embedded in or attached
to the product in order for the product
to function...”

Similar to the New York bill, however,
Minnesota’s act exempts certain products
and devices, including motor vehicles,
medical devices, video game consoles, and

off-road heavy equipment>® Despite
these exclusions, Minnesota’s law
essentially covers everything else in
the consumer and business electronics
realm®  One consequence of this
expansive approach (contrasting from
New York’s bill) is that the Minnesota bill
applies to home appliances like washing
machines, smart thermostats, and even
‘enterprise computing systems’ (in offices
and commercial settings). Like New
York’s bill, Minnesota’s includes a carve-
out for intellectual property,
clarifying that no trade secrets need to
be shared by manufacturers. In sum,
Minnesota’s  bill fills some of the
loopholes that were watered down with
New York’s law and firmly establishes
that software support and software-
based tools are not a legal
expectation in that state.

3.2.3. Other State R2R Laws Requiring
Software Access Access

Beyond New York and Minnesota’s general
electronics statutes, several other U.S.
states have pursued more specialised R2R
laws that explicitly mandate access to
software or firmware as part of necessary
repair resources:

Colorado has been an early mover on
niche R2R issues with the nation’s first R2R
law for medical mobility devices in 2022,
the Consumer Right to Repair Powered
Wheelchairs Act5' Effective 1 January
2023, the law requires a wheelchair
manufacturer to provide owners and
independent technicians with parts, tools,
documentation, and “embedded software”
needed to repair a powered (electric)
wheelchair. The Act defines “embedded

software” as:

“(a) means programmable instructions
provided on firmware d elivered w ith
an electronic component of equipment
or with any part for the purpose of
restoring or improving operation of
the equipment or part; and

(b) includes all relevant patches and
fixes that the manufacturer makes
to equipment or to any part for the
purpose of restoring or improving the
equipment or part.”

The Act also defines tools as including
“any software program..that provides,
programs, or pairs a new part... or calibrates



functionality” Similar to the New York
and Minnesota laws, Colorado’s Act
also stipulates that manufacturers do not
have to divulge trade secrets as part of
their  obligations to provide these
resources.

Building on this success, Colorado also
enacted the Consumer Right to Repair
Agricultural  Equipment Act in 2023,
the country’s first R2R law covering
farm machinery specifically.? Starting 1
January 2024, agricultural equipment
manufacturers in Colorado must supply to
farmers and independent mechanics the
resources needed to repair their equipment.
Those resources are defined to include
“any documentation, parts, embedded
software, firmware, tools.. or data” The
bill is unique in its approach to include
“data” in the list of items that must be
provided by manufacturers, including any
machine-generated performance or
diagnostic data needed for repairs. In
essence, Colorado’s agricultural R2R bill
ensures that farmers have access to
the same diagnostic software and
firmware tools that dealers have, directly
addressing software barriers and firmware
restrictions that have plagued tractor and
combine repairs in recent years.

Several other US. state laws have
targeted specific product areas with R2R
provisions that involve software access.
This includes Massachusetts’
longstanding automotive bills and the
disclosure of ‘vehicle data"®, and California’s
Right to Repair Act (Senate Bill 244)%*that
addresses consumer electronics, which
provide less explicit references to
things like firmware, calibration programs,
or other software-based tools. The
overall trend reflects a growing consensus
among state-level lawmakers that modern
products and devices absolutely require
access to

firmware, software diagnostics, and digital
keys and that these resources form an
essential part of R2R legal frameworks.

Together, both the
United States and
EU approaches to
the R2R demonstrate
a converging
understanding (despite
somewhat distinct
orientations). They
both make clear that
access to embedded
software and software-
based tools is essential
to enable independent
repair.
In both cases, manufacturers are being
told that providing physical parts or
components and written instructions is not
sufficient. Concrete obligations to transfer
or provide access to these software tools
are increasingly a core component of R2R

legal frameworks on both sides of the
Atlantic.



4.Source Code
Protections

in Trade
Agreements

4.1 Background & Context

Recent bilateral and plurilateral FTAs have included “e-Commerce” or “Digital Trade”
chapters that restrict governments from requiring transfer or access to “source
code” as a condition for market access.®® Given the essential role of software and
software-based tools, this creates a potential overarching transnational legal barrier
to the successful implementation of R2R mandates at the domestic level in both the
U.S. and EU. This is because FTAs are binding international treaties, and as a result,
states are obligated under international law to ensure their domestic measures
conform to those commitments. Therefore, where domestic laws (such as R2R
statutes) conflict with FTA obligations, they create a risk of non-compliance with
international commitments that could lead to disputes under the agreement and,
ultimately, result in trade sanctions. Because of this, the risk of inconsistency with
FTA commitments often results in national governments or legislators amending or
interpreting domestic laws to avoid breaching their obligations under FTAs, or to
bring measures into conformity once they have been challenged through dispute
settlement.

The precise wording and implications of special source code protections vary
between FTA texts, but the first clear template for these rules is found in the
Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP).
The CPTPP is a large plurilateral FTA in which neither the U.S. nor the EU are parties,
but which nevertheless establishes a model that has been followed by both entities
in subsequent agreements. Article 14.17 of the CPTPP stipulates that:

“No party shall require the transfer of or access to, source code of software
owned by a person of another Party, as a condition for the import, distribution,
sale or use of such software, or of products containing such software, in its
territory”

30



The ban on mandated transfer or access means that governments arguably cannot
impose requirements on manufacturers of devices with embedded software to
transfer or provide access to that software. This presents a significant obstacle
for the proper operation of R2R laws. And though FTA source code protections
occasionally include narrow exceptions (for example, to allow manufacturers to
modify source code to comply with domestic legislation, or disclosure in the context
of a judicial proceeding), the default rule is non-disclosure.®®

4.2 Distinctions Between Source

Code and Object Code

To understand the potential scope and implications of FTA source code protections
it is worth briefly outlining the technical and terminological distinctions between
“software”, “source code”, and related concepts. At a very basic level, “source code”
is a representation of a computer program in human readable language.®’ It is
normally the version of software as originally written by its author. For example, if
a user right clicks on a webpage and selects “view page source”, what is displayed
serves as an instructive example of source code and its role in programming.

This can be distinguished from object code, which is produced when source code
is translated (or “compiled”) into machine-readable language understandable by a
computer (i.e., ones and zeroes).?® Source code is generally written at a high level
of abstraction and therefore agnostic to the end-computing platform or hardware
that it will be executed on. In contrast, object code must be tailored to a particular
computer, system, virtual environment, or platform on which it is executed.

Viewed in this way, source code is analogous to the architectural blueprints of a
building, detailing its design, materials, and functionality. Object code, on the other
hand, reflects the building’s physical components assembled into a tangible whole.
It is for this reason that access to source code confers a whole host of capabilities
on those who have access to it, including secondary activities and discoveries such
as bug detection, error correction, modification, and enhancements.

4.5 Analysis of Key Agreements
and Provisions

FTA source code protections have found their way into numerous agreements
since their first intimation on the CPTPP. Some agreements have expanded on the
potential scope of subject-matter that may be covered by these prohibitions, while
others have included clarifying language that may help narrow their application in
certain cases, including R2R policies.
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4.3.1. United States-Mexico-Canada
Agreement (USMCA)

Serving as an example of the more
expansive approach is the United States-
Mexico-Canada (USMCA)  agreement,
which at Article 19.16 provides that:

‘No party shall require the transfer
of, or access to, a source code of
software owned by a person of
another Party, or to an algorithm
expressed in that source code, as a
condition for the import, distribution,
sale or use of that software, or of
products containing that software, in
its territory.”

In invoking this language, the USMCA
expands upon the CPTPP approach by
including “algorithm” in the subject-matter
shielded from transfer or access. The
USMCA's Article 19.1 defines “algorithm” as:

“..a defined sequence of steps, taken
to solve a problem or obtain a result.”

This broad definition has some important
implications for R2R policy. On the one
hand, requiring access to a compiled binary
(object code) in the form of repair software
or an access key to address parts-pairing is
not the same as providing source code. On
this basis, one line of argumentation may
be that software and software-based tools
necessary for repair are not captured by the
FTA prohibition against disclosure oraccess.
But on the other hand, the expansion of
the prohibition to ‘algorithms expressed in
source code’ leaves open the possibility for
arguments from manufacturers that the use
of access keys or repair software reveals
aspects of the underlying algorithms or
‘software logic’, broadly construed. This line
of argumentation could be used to support
a more restrictive interpretation of the
FTA language by manufacturers, industry
groups, or government lawyers litigating

trade cases that, in effect, limits access to
software and software-based tools needed
for repair even when they are distributed in
object code.

Importantly, the USMCA also includes an
important exception for investigations and
inspections. Subsection (2) of Article 19.16
provides that:

“This Article does not preclude a
requlatory body or judicial authority
of a Party from requiring a person
of another Party to preserve and
make available the source code of
software, or an algorithm expressed
in that source code, to the regulatory
body for a specific investigation,
inspection, examination, enforcement
action, or judicial proceeding...”

An important qualifier in this exception
is the word “specific”, which requires that
a regulatory or judicial investigation be
ad-hoc or outside of a general regulatory
scheme to escape the FTAs general
prohibition on disclosure or access. This
has potentially important implications
for R2R legislation such as those under
the EU’s ERST that envision “compliance
checks” and market surveillance measures.
Thus, while a general exception permitting
regulatory requirements to disclose or
provide access to source code would be
presumably beneficial for R2R frameworks,
the limitation to ‘specific’ proceedings is
likely to significantly narrow this potential.

The  potential  problems  for the
R2R created by USMCA’s approach
transcends the narrow scope its
exceptions, however. The potential

for conflict arises not only when RZR
frameworks are enforced, but also when
they are enacted.



Therefore, the legal requirement on manufacturers
to provide software, access keys, or repair tools to
third parties could itself be seen as “requiring access
to a person of another Party’'s algorithms” regardless
of whether enforcement or investigation of those

obligations is carried out by a regulatory body.

4.3.2 EU-Japan Economic Partnership
Agreement (EU-Japan EPA)°

The EU has also included source code
provisions in its more recent trade deals,
though with distinctly European nuances.
The EU-Japan Economic Partnership
Agreement (EU-Japan EPA) was one of the
first EU FTAs to include such a rule. Notably,
Article 8.73 similarly prohibits state parties
from requiring transfer or access to source
code while also including some important
caveats. The EU-Japan EPA also does not
confine its prohibition on source code
access or transfer to processes necessary
for import, distribution, or to otherwise
gain market access. The absence of this
contextual qualification in the EU-Japan
EPA broadens the scope and application
of source code protection. On this basis,
it may give product manufacturers greater
justification for arguing that domestic R2R
mandates requiring software disclosure
inherently conflict with the terms of the
agreement.

In contrast to the USMCA, the EU-
Japan EPA includes a more robust set of
exceptions that would permit disclosure or
access to source code, including those for
“commercially negotiated contracts” and
for the purposes of “public procurement”.
But on the other hand, the EU-Japan EPA
includes clarifying language that may also

broaden the practical scope of what is
included as “source code”:

“For greater certainty, 'source code
of software owned by a person of the
other Party’ includes source code of
software contained in a product.”

While there is no available evidence of
manufacturers relying upon this clarification
to thwart the operation of R2R laws, the
expansion to source code ‘contained in
a product’ leaves open the possibility for
argument by manufacturers that obliged
sharing of firmware or diagnostic tools
with third parties is the same as sharing the
code in that product. As is the case with the
USMCA’s expansive notion of ‘algorithm’,
the risk with the EU-Japan Agreement’s
embrace of source code in products lies in
the consequences of its interpretation. And
given that finished products are ordinarily
sold and shipped with only object code
(binaries), this could result in manufacturers
arguing, in effect, that these rules extend to
software tools in object code form as well.
This could have important implications for
devices such as the GE Smart HQ service
calibration tool and the Taylor C602 soft-
serve ice cream machine discussed in Part

2.



4.3.3 EU-Singapore Digital Trade
Agreement (EU-Singapore DTA)™

InMay of2025, the EU and Singapore signed
a standalone Digital Trade Agreement
(“EU-Singapore DTA"), the first such digital-
only agreement for the EU. This agreement
follows the template of EU’s recent FTAs
but is focused exclusively on digital trade
issues. It contains the familiar source
code provision, but with some important
exceptions. Crucially, it includes a similar
exception to the USMCA’s regulatory or
judicial investigation, but with much more
permissive language:

“[This Article] does not affect the right
of regulatory, law enforcement or
judicial bodies of a Party to require
the modification of source code of
software to comply with its laws or
regulations that are not inconsistent
with this Agreement™’

The DTA goes on to provide further
carveouts and clarifications for “regulatory
assessment bodies” at Article 11(3)(a):

“[Nothing in this Article shall affect]
... the right of regulatory authorities,
law  enforcement,  judicial  or
conformity assessment bodies of a
Party to require transfer of. or access
to, source code of software, either
prior to or following import, export,
distribution..to__secure _compliance
with its laws or regulations pursuing
legitimate public policy objectives...”

Importantly, the carveouts for regulatory
assessment bodies allow both “transfer”
and “access” to source code, presumably
permitting regulators to share or distribute it
to third parties. In a clarifying footnote, the
Agreement defines “conformity
assessment body” as referring to “a
relevant government body or authority of
a Party..carrying out the procedures of
assessment of conformity with applicable
laws or regulations of that Party”

Upon a cursory reading, the EU-Singapore
DTA appears to be far more permissive than
the USMCA in allowing for regulators to
require disclosure or access to source code
beyond specific investigations or judicial
proceedings. It also cedes some ground
to “laws or regulations pursuing legitimate
public policy objectives” and permits
source code access and transfer to “secure
compliance with its laws or regulations”. The
flexibility offered to domestic priorities and
objectives seems to point in the general
direction of R2R frameworks.

Pouring some cold water on this optimism,
however, the conflict persists because of
how domestic R2R frameworks are
operationalised in practice. In general, R2R
frameworks operate as broad, horizontal
consumer rights regimes. They apply to all
consumers and businesses rather than to
discrete  enforcement or  compliance
functions of governments or state bodies.

As such, even though the EU-Singapore

DTA exceptions evoke greater flexibility, the

continuous and universal character of R2R

frameworks would likely fall outside of the



narrow, ad-hoc enforcement context contemplated
by this more permissive exception framework. In
practice, therefore, this means that despite its more
flexible wording, the exception is unlikely to shield
comprehensive R2R legislation from conflict with the

underlying FTA prohibition on source-code disclosure.

4.3.4 Development of Policy Positions

The above demonstrates a clear trend

toward  incorporating  source code
protection clauses into FTAs among
advanced  economies.”>  Furthermore,

parallel to these bilateral and regional FTAs,
dozens of countries have also attempted to
craft multilateral digital trade rules through
the World Trade Organization. In 2019, a
large coalition of WTO members launched
the Joint Statement Initiative (JSI) on
Electronic Commerce, aiming to negotiate
global disciplines on e-commerce and
digital trade’? By 2023, JSI talks had
attracted over 90 economies (including
major players like the EU, US, Japan, and
China).

The larger policy shift and turning point
in these trends came in late 2023 when
the United States made a surprise policy
reversal that fundamentally shifted the JSI
dynamics. USTR Katherine Tai withdrew
several U.S. proposals that had been on
the table since 2019, including the rules
requiring unrestricted data glows and
prohibiting mandated access to source
code.”* Essentially, Washington dropped
its longstanding demands for binding
WTO commitments on free data movement
and source code protections. The USTR’s
statement on this point was brief, stating
that:

countries, the

“‘Many including

United States, are examining their
approaches to data and source code,
and the impact of trade rules in these
areas. In order to provide enough
policy space for those debates to
unfold, the United States has removed
its support for proposals that might
prejudice or hinder those domestic
policy considerations...”

Core to these ‘domestic  policy
considerations” have been addressing anti-
competitive activity in the digital economy,
including issues like the R2R.”> In a letter
thanking President Biden for the USTR’s
reversal on digital trade, a group of senators
and house representatives noted that
source code and algorithm secrecy risked
gutting “right-to-repair laws being enacted
in states nationwide”, urging keeping
policy space for domestic tech regulation.”®
At present, the US. position on digital
trade (and FTA source code protections
in particular) remains in the process of
recalibration, and this pivot from its initial
leadership role acknowledges the need to
reevaluate the potential impact of these
rules. Indeed, if domestic R2R frameworks
are to fulfil their normative and operational
goals, overarching trade commitments
cannot pre-empt clear obligations on
manufacturers to provide reasonable
access to software and software-based
tools.



The EU, for its part, has been actively
advancing its own digital trade agenda;
albeit with a somewhat distinct philosophy
from the United States. Though the EU had
historically been more hesitant than the
U.S. to embrace sweeping e-commerce
provisions (given its commitment to privacy
and confidentiality)”’, it has since more fully
championed digital trade chapters. The EU
is motivated (in part) by the need to
ensure  secure strong consumer
protections in the digital environment,
reflecting its inclination toward broad-
based regulation of technology firms. This
is codified in the European Commission’s
2021 trade strategy, which makes
supporting Europe’s “digital agenda” a
priority for trade policy.”® As a result,
contemporary EU trade agreements such
as the EU-Singapore agreement
commonly contain self-standing chapters
on digital trade, with source code
protections permitting regulatory
oversightincluded.

In looking at the larger
and international
picture that results
from these trends, the
outcome on source
code provisions
remains uncertain,

but there is room for

optimism.”™

As a positive development, the JSI's final
slimmed-down agreement now excludes
the controversial source code clause.®°
At the same time, the fact that a sizable
group of WTO members were willing

to negotiate such rules prior to the U.S.
reversal evidence broader international
interest in source code protections, at
least to some extent. It is therefore
conceivable that outside the WTO,
smaller plurilateral agreements will carry
forward some iteration of these rules
(for example, as part of expansion of
the CPTPP membership). Furthermore,
there remains the possibility for new
alliances of the willing, with groups of
countries that may agree on broader
digital economy pacts under the OECD
framework or as standalone treaties.

On the other hand, much has changed
since the first iteration of FTA source code
protections were introduced as part of the
CPTPP and reformulated as part of the
USMCA. The burgeoning growth of the R2R
movement and economic circularity have
given policymakers reason to stop and
rethink many of theireconomicandindustrial
policies since the COVID-19 pandemic.
Furthermore, the growing interest and
concern in algorithmic governance and the
societal impacts of persuasive technologies
and platforms lean heavily toward greater
scepticism oftheserulesaswe moveinto the
future. Taking an even larger view, shifting
geopolitical dynamics are increasingly
requiring countries to pursue protectionist
strategies relating to their markets and
national  security. Each of these
factors suggests that national lawmakers
and trade negotiators will assess FTA
source code protections with greater
scrutiny in the months and years ahead.



5.0utstanding
Issues &
Ambiguities

When analysing the source code protection language in recent FTAs in light of domestic R2R
frameworks in the United States and the EU, there are a number of uncertainties and ambiguities
that become apparent:

(Do R2R frameworks require transfer
or access to “source code’”?

R2R frameworks on both sides of the Atlantic are generally agnostic to
whether software or software-based tools must be distributed in object code
or source code form. In many cases, such as New York’s Digital Fair Repair Act,
legislation expressly excludes any obligation that would result in the disclosure
of trade secrets. This suggests that manufacturers are not expected to share
source code. Nevertheless, when FTAs refer only to “source code of software”
without mentioning “algorithms” or “software contained in products”, a
baseline interpretive risk remains.

The act of requiring manufacturers to provide
diagnostic software, firmware updates, or
calibration programs could be construed as
requiring “access to source code”

insofar as these software-based tools are intimately connected to, and often
derived from, the manufacturer’s proprietary code.

That risk is materially amplified where FTA language extends beyond source code
itself to cover “algorithms” or “software contained in products”, such as in the
USMCA and the EU-Japan agreements. These formulations expand the protected
subject matter from human-readable code to the functional logic of software and
its embedded implementations. This increases the likelihood that repair software
or access keys (typically distributed in object form) could be characterised as
falling within the scope of the prohibition. In such cases, the FTA’s non-disclosure
rule could more readily be invoked to pre-empt domestic R2R laws that require
manufacturers to provide software-based repair tools, even when no access to
source code per se is sought.



Pre-emption of domestic law

As addressed in Part 4 above, trade
agreements are binding on states and their
governments, but they do not automatically
invalidate domestic laws in the way a
national constitutional court might. Instead,
enforcement occurs through state-to-state
dispute mechanisms. This means that a
government can be held internationally
responsible for breaching its treaty
obligations, but the domestic R2R statute
remains formally in force unless the state
chooses to amend or repeal it. For this
reason, FTAs with restrictive source code
protections are unlikely to directly strike
down domestic R2R legislation.

However, a state found in violation could
face international  dispute-settlement
proceedings, either under an FTA's own
mechanism or at the WTO. This could lead
to retaliation, compensation claims, or
negotiated settlements. In practice, the
prospect of such proceedings (or persistent
complaints from trade partners) can exert
strong diplomatic and economic pressure
on governments to narrow or revise their R2R rules to ensure conformity. This
indirect but potent form of pre-emption may, over time, lead to the softening or
erosion of R2R frameworks at the U.S. state level or to narrower interpretations of
EU Directives and Regulations to avoid potential trade conflicts.

Beyond pressures applied once R2R frameworks come into force, pre-enactment
trade law compliance also could play a significant role in shaping future laws.
Within the EU, legislative and regulatory bodies often vet new policy proposals
to ensure their compatibility with existing trade commitments. This can lead

to the dilution or narrowing of initial R2R ambitions. For example, during the
drafting of the EU Artificial Intelligence Act, the EU Commission’s Directorate-
General for Trade reportedly urged the Directorate General CNECT to limit
provisions allowing regulators to access source code because of the EU’s
commitments under the EU-UK Trade and Cooperation Agreement.®

This type of international coordination
illustrates that trade law obligations can
constrain domestic policy design ex ante,

even before any international dispute arises.



Exceptions for regulatory bodies,

proceedings, and investigations

Many of the FTAs surveyed above include exceptions that allow some form of
transfer or access to source code for particular public-interest purposes, regulatory
processes, and other procedures. These exceptions vary significantly in their scope
and potential application to R2R frameworks. Where R2R legislation imposes
general obligations on manufacturers to provide access to software and software-
based tools, it is not clear that these measures would be captured by the general
exceptions for “regulatory assessment bodies”. This is because statutory obligations
on manufacturers that are enforced through private litigation are not “regulatory”
in a strict sense. On the other hand, where R2R frameworks include oversight
by administrative authorities to ensure compliance and enforcement with these
standards, they are more likely to be saved by the exemptions found in various
FTAs.

In practice, however, these exceptions are difficult br domestic e gulators to
operationalise. Triggering them would normally require an authority to issue a
formal request for information or access to source code in connection with a specific
investigation or compliance verification. Yet, most domestic regulators
responsible for R2R frameworks and consumer protection are neither mandated
nor resourced to invoke trade-law exceptions in the first place. They may also be
unaware of this possibility entirely. Therefore, even where FTAs may be
interpreted to technically permit source code access or disclosure for specific
regulatory purposes related to the R2R, these clauses are unlikely to be an
effective solution for broad-based, horizontal R2R consumer frameworks.
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o . Weighing
the Potential
Paths Forward

Amendments to Domestic
R2R Frameworks

One approach to resolving potential conflicts and ambiguities may be to amend

domestic R2R frameworks to include clarifying provisions. This could, for instance,
involve interpretive clarifications that obligations on manufacturers to provide software or software-
based tools does not imply the obligation to divulge “source code” or “algorithms” in contravention
of any trade agreement. This would fall short of a satisfactory resolution, however, for at least three
reasons. The first is that this would come at the cost of potentially weakening the scope of R2R
legislation’s application to certain software-based tools that the manufacturer asserts constitute
‘source code’. In other words, this would leave manufacturers largely in charge of deciding which
tools are subject to R2R regulation and which are not. Secondly, this approach would fail to resolve
the definitional and conceptual ambiguities that are present across various FTAs, including the
application of exemptions for public interest regulatory processes and related investigations. Finally,
the process of amending numerous domestic R2R laws substantially increases the likelihood of dis-
harmonisation while providing the opportunity for industry lobbying to weaken the effectiveness of
these laws over the long term.

S Relying on Existing Public
Interest Exemptions in FTAs

Domestic lawmakers and R2R advocates may alternatively set their sights on the
existing exemptions in FTAs for public interest regulatory oversight and formulate arguments that
R2R frameworks fall within their scope. While some agreements contain exemptions that could apply
to certain approaches to R2R policy, there is significant deviation. For example, the EU-New Zealand
agreement permits only “access” to source code as part of regulatory exemptions, whereas the EU-
Singapore DTA permits both “transfer” and “access”. This distinction is essential, because the proper
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operation of R2R policy involves manufacturers sharing and distributing software and software-
based tools to consumers and independent repairers (third parties). This necessarily requires more
than regulatory bodies ‘accessing’ source code, but also widespread disclosure and provision for the
benefit of others. This lack of uniformity results in the existing exemptions in FTA frameworks being
inadequate for R2R policy. They are neither consistent enough to cover the various approaches to
R2R policy nor broad enough to address the need to share software and software-tools with the
public and third-party repairers.

Recalibrating Trade Policy
to Support the R2R

Likely the most productive and effective approach to resolving these tensions

isto advocate forarecalibration of digital trade policy to abandon source code
protections entirely. Even beyond the R2R, the potential societal and democratic risks of preventing
access and transfer to source code is simply too high. Where algorithmic and software-enabled
products and services are having an increased impact on social and democratic processes, trade
negotiators should not be tying the hands of national lawmakers to craft policy that safeguards the
public interest and national security. Similar to the R2R, this will inevitably require access to source
code.

If FTA source code protections are to remain, specific carveouts are needed for R2R frameworks
given that they operate as much more than mere compliance and enforcement schemes. Providing
room for optimism in this latter strategy is the EU’s willingness to include increasingly permissive
exemptions in recent FTAs®? along with the United States’ reversal and re-evaluation of its broader
approach to digital trade. The structure and approach to these exceptions must be significantly
broadened, however, if the R2R is to be embraced by them in future deals.

At present, the United States is in the process of renegotiating the USMCA and reevaluating a large
number of its trade relationships around the world. This presents an opportunity to craft a new
approach to digital trade that either removes prohibitions on source code disclosure entirely or
includes a clause carving out the sharing of software and software-based tools for legitimate repair,
safety, or environmental purposes. Though no FTA at present currently includes a R2R-
specific carveout in relation to digital trade and source code, future texts could be crafted with
exceptions for the “maintenance of products” and the “safety of consumers” that shelter R2R
laws and allow mandated access and transfer to software and source code beyond isolated
investigations or as part of broader regulatory schemes.



The global proliferation of FTA source code protections has created a new and
underappreciated layer of complexity for the R2R. Domestic laws in the EU and the
United States now mandate access to software and software-based tools that are
essential for repair. At the same time, digital trade agreements often define
protected source code in such a way that can be interpreted to insulate these tools from
disclosure to third parties. These competing regulatory currents appear to be on a
collision course.

The report shows that although RZ2R laws do not generally demand source code
explicitly, their obligations to provide firmware, calibration software, diagnostic
applications, and digital keys can be positioned by manufacturers as encroaching on
trade secrecy protection that is now enshrined in many FTAs. Ambiguous drafting
(such as the inclusion of “algorithms” in the USMCA or clarifications about source code
“contained in products” in the EU-Japan EPA) heightens the risk of overbroad
interpretation. At the same time, international trade policy is undergoing a period of
immense change. The United States has paused its promotion of rigid digital trade
rules, opening space to consider new models, values, and priorities. The EU continues
to export its digital trade agenda, but its agreements have increasingly incorporated
exceptions that permit regulatory oversight and public interest measures. This
convergence signals an opportunity for recalibration of digital trade and source code
protections writ large.

Going forward, policymakers and trade representatives on both sides of the Atlantic
should work to find links and points of common interest between digital trade rules and
RZ2R mandates.

The most direct and effective approach

would be to remove FTA source code

protection clauses altogether.

Alternatively, explicit carve-outs for repair, maintenance, and consumer safety could
reconcile these competing objectives as part of a broader ratcheting down of trade
protections that impact software-related innovation. Without such adjustments, well-
resourced manufacturers and lobbying efforts may leverage trade law to resist or dilute
RZR obligations, thereby weakening

the enormous hard-fought gains to environmental sustainability, consumer protection,
and market competition.

In sum, the path forward requires better aligning trade and RZ2R policy. By
modernising trade provisions to recognise repair as a legitimate public interest
objective, and in recognising the crucial role of software and software-based
tools, governments can safeguard both technological innovation and the ability for
consumers and independent repairers to fix and maintain the products they own.
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